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A Survey of Aeneral Temporal RBAC Studying

LIU Zhi'  ZOU Zhi-ling®
1. College of Computer Science Chongging University of Technology Chongging 400050
2. School of Psychology Southwest University Chongqing 400715 China

Abstract After the development of so many years RBAC has cumulated abundant and mature theory basis and is widely used in ac-
cess control in information system. In this paper the access control thinking and principle of RBAC model are illustrated first. It con-
sructs network security control model by abstracting five basic data objects which are user role object operation and permission re-
spectively in building the relationship among them. Then the disadvantages of RBAC in processing time-constraint access control are
analysed. Secondly we retrospect the studying status quo of temporal RBAC model and analyse the existing problem of TRBAC during
authorizing in temporal system. It constraints the permission only in role level and does not consider fully the details during authorizing
and role assignmeng. Finally a model named GTRBAC and its thinking are prospected. GTRBAC is a well defined access control model
in temporal environment by now. It not only considers persistent constraints circular contraints and other particular activate contraints
on the basis of RBAC but also proposes the methods solving conflicts amongs contraints.
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