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An Improved Hash Encryption Algorithm Based on Arnold Mapping

XIANG Yu
(Students’ Affairs Office, Chongging Radio & TV University, Chongqing 400052, China)

Abstract: The Hash encryption algorithm based on Arnorld mapping is realized by integration of two-dimensional chaotic system and
Hash function, whose encryption keys are the initial value of the Arnorld mapping, iterations, the forming method of hash value,
and the digit of hash value and so on. The irreversibility of this algorithm can deactivate the reverse attack from cryptograph to
plaintext but fail to work against all the attacks such as plaintext and selective plaintext. According to this article, to improve the in-
itial value of the Arnorld mapping and the iterations of the encryption algorithms by means of increasing the number of the initial
value of the Arnorld mapping and changing the constant value of the iterations into variable value and building a more secure hash
encryption algorithm can further strengthen encryption, so as to improve the resistant ability of the hash encryption algorithm a-
gainst such attacks as plaintext, selective plaintext etc. And the experimental data indicates the practicability and effectiveness of the
improved hash encryption algorithm based on Arnorld mapping in that an analysis of its confusion and dispersion properties shows
that its changing bits and average change probability of every bit of is closer to the ideal 50 % 64-bit change probability.
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