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An Information Hiding Technique Based on Fingerprint Boundary of Single Pixel

QIN Qin, LIl
(Department of Computer Science and Engineering, Henan Institute of Engineering, Zhengzhou 451191, China)

Abstract: It is an effective method to improve the security of the identity authentication system by making use of information hiding
technology, which integrates user identity information in the fingerprint, face and password with multi-mode authentication to in-
crease authentication security. Password information embedded into the fingerprint images to hide and store the password informa-
tion, which not only meet the needs of safety certification, but also ensure the safety performance of password storage. This article
firstly describes the password information hiding technology that is with fingerprint image as carrier. And then we divided the re-
fined fingerprint images by the pixels cell block, and then mapped the password information to the pixels of the cell center with the
hash function, which is equivalent to constitute a binary sparse matrix. This method not only guarantees the quality of the finger-
print image. but also ensures the quality of the fingerprint image skeleton ridge line, to ensure the accuracy of fingerprint identifica-
tion. Finally, with the experimental results, the information hiding technique based on fingerprint boundary of single pixel proposed
in this paper can well embedded information into the fingerprint images, which has lower modified ratio and at the same time proves
PSNR. And compared with other methods, the proposed method in this paper has little effect on the fingerprint identification accuracy.

Key words: fingerprint image; refine; password information; embed
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