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The Method of Detection Network Attacks Based on Particle Swarm Optimization

ZHAO Pan, QIU Ling, CHEN Chao
(Faculty of Computer Science, Sichuan University of Science & Engineering, Zigong Sichuan 643000, China)

Abstract: In order to effectively determine the possibility of attacks for network packets, a new detection algorithm DMPS is pro-

posed by previous studies. At first, the state indicators is defined with the discreteness of packet characteristic in this algorithm,

and the calculation process of standard deviation distribution is presented to judge the anomaly of packet by Particle Swarm Optimi-

zation. Finally, a simulation with OPNET and Matlab was conducted to study the key factors of DMPS. Compared to the perform-

ance of other algorithm, the results shows that it has better adaptability.

Key words: attack; detection; anomaly; particle swarm optimization
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