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Two Dimensional Code Encryption Algorithm Based on Asymmetric Cryptosystem

LONG Qiang', LIU Xiachua®

(1. School of Science, Southwest University of Science and Technology, Mianyang Sichuan 621010;

2. School of Computer and Software, Shenzhen University, Shenzhen Guangdong 518060, China)
Abstract: [ Purposes |Based on the existing two-dimensional codes standard, it provides a two-dimensional code encryption algorithm
based on the asymmetric cryptography, which makes the information containing in two-dimensional codes can be transferred in inse-
cure channel. [ Methods]Given the characteristics of two-dimensional codes, the proposed method encrypts the 0-1 informational
plaintext in the process of coding. Firstly. one use Logistic chaotic model to encrypt the 0-1 informational plaintext; and at the same
time, use RSA Public Key Cryptography to encrypt the parametric plaintext of the Logistic chaotic model; then code and transfer
the informational and parametric cryptographs together in two-dimensional codes, which in return, realizes the asymmetric two-di-
mensional codes cryptography. [ Findings]This algorithm is named as R-1. Encryption Algorithm in this paper. [ Conclusions]Experi-
ments show that the R-L. Encryption Algorithm is easy to process, with inexpensive computing cost and promising security.

Keywords: RSA encryption algorithm; Logistic chaotic model; asymmetric cryptography; two-dimensional code
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