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Searchable Encryptionscheme of Cloud Storage Based on Word Embedding

ZHONG Han', GUO Fei’
(1. Department of Computer Science & Technology. Nanjing University, Nanjing 210064 ;

2. College of Computer Science, Chongqing University, Chongqing 400033, China)
Abstract: [ Purposes]Cloud storage data security attracts more attention, these are difficult problems of how to manage the encrypted
data under the premise of ensuring the security of cloud storage data, and how to retrieval the encrypted data. A searchable
encryption scheme is proposed for cloud storage based on word embedding. [ Methods] This scheme establishes the high-dimensional
word embedding for building security indexing, and increases the semantic distance to extend the keywords set. The pseudo-random
function is constructed to secure the private key and keywords. [ Findings | This design is to ensure the security of data storage, and
also to provide the flexible of retrieval, which avoids the leakage of key information during user retrieval. [ Conclusion]The scheme is
verified by using fully homomorphic encryption, and the results on the Wikipedia dataset testing show that the higher the dimension
word embedding, the higher the precision of search, meanwhile the overhead of cloud storage is increased.

Keywords: cloud storage; searchable encryption; word embedding; fully homomorphic
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