2009 4 Apr. 2009
26 2 Journal of Chongqing Normal University Natural Science Vol.26 No.2
*
400047
8
%o P K
TP309.7 A 1672-6693 2009 02-0099-04
Internet x/pxe 0p
Fx = 1
l-x / 1-p xe p1
: pe 01
3.569 946 <u<4 xe 01
214
Logistic
3
1.2
8
1
1.1
1
2 4
3
1.3
* 2008-11-17 2009-01-20
CSTC No. 2008BB2366 No. 2007BB2231 No. KJ080805 No.
KJ080817 No. KJ070801 No. 2008 XLB003 No.2008XLZ007

E-mail ydgd2@ 163. com



2 http //www. cqnuj. cn 26
: 1 i C, =P ,®k k= b, b, ,®
Xmin Xmax g 0 1 S & b9 blﬁ 2
X=X, |X,= X, + i-1 & X, +ie i=1 4 6 f,
2 S &= Xmax _Xmin /S r :flnr EX] ]:1 2 S f X] = ml f Xj =
A= a, a a, X m, m, = P, + b b , mod
/ 256 m, =P.@® b bl 1 1.3
[ X=X X Xy A= a6 q v=n/Z, t=n/Z, 7, Z,
Sl ¥ s 256 Zl >Z2 ’Ui=2i_|1} HlOd Zl
H 3 X oqtiB=Lliee 5 5= r®x y ZX@}/ y =f; , 3
i =] St Ale 6
Lo e 3
C,=P,®k P, =C.®k
| LR ]
G Sain! 2
* : A s CPU 1.86 GHz 512 MB
1 Windows XP C
P, S 2.1
4-6
fs<f 5 +vymod 256 64K s Yo P
f S+vp +1 mod 256 Hf S+wy +vy +1 mod 256 2 - 1 2
f S +v) +vy +2 mod 256 Hf S+wy +vy +v3+2 mod 256
f5+1']+ +v, _1+n—-1 mod 256 HfSler +v, +n -1 mod 256 2.2
n f S+vy+  +v,+n mod 256 >
14
fS-H:] mod 256 v, n
n+l1
1.4
K P C
P=P,P,P, P, “ A Encryption Algorithm Based
c=C,C,C, C, on Chaos”
Ke 01 s
3h 3 1 ATy
C. n 2 A p =0.79 p =
0. 790 000 1
%, » K K= 3 x, = 0. 002 34 X, =
AB A B 64 0.002 341
1 o » 4 K* 1234567890abcdef”
0.79 0.37 y= 0.A®B , ¥ “ 1234567890abcdgf”
y - 0. bl/[)zf 1)1./
2 Xo fi Ny Ny 2 a
250 x=r=f1 y=/2" I b
¢ e 4

3 x=0.bb, b «x

J



A EL]] ' i i ' i A ' '
— _._-::I'I'I'E;.i M -\.:ﬂt:\"
2 . ' il = TR ; = - Ll i - ; S [ THELE
o b = :
- T = II"". ' * ¥ ¥ i
2 i B vk o4 i H i I g LR 1
4 o i 2 ST I I e
— 1} - 5 = + L] I-| FRE . ] 1 . i . |‘-
=l o : el AL TR O T palily ST TR A8 Ll
o : i [ i i R A B - | ih i I a &
o T L | s : F
I:m .::I ot (R o e o (1 TR | L S ] Iy Bt i bl i K :'- I
; . i s s S + | ] ky
E P8 _I|.|_ LT il || i .. ._:!'_. L'TI .I". .'!."!.lll 2 -"':l:n.'l
W R 1 Nowa LI R I ba rand i LESL IS I T R T P
Ko i | SR P TR T L T
i i ] LR | ] X r_ '.4: : el e
I ¥ i ! T ] Y L= 4 ] ' 1 -
1 5 a2 oar 35 oL i B [ T T [ BT I | T TR T LA 1]
REE- ER P
a b c
1.1 ' [ [ [
e | L
oo ! ; sorE T A
=
'_|'_11 ! = J !
| ; I g .II
Ip:'-'-i'-rI I'.II"I',I__
i i ru | : _:”"llrll &
L4 L : * i i el
' I|| | e T mE

2.3

Word 3

2.4

1

SPES
=

Ik i b
+ a2 ¢ E
Y 1 ¢ n i ik . =
1 ' B [ = i e 1 ] 11}

d e

1 Txt 2
1 3/3

/ 3s/3s

Txt 256K 3/3 3/3 2/2

Word 857K 9/9 10/10 5/5

3 543K 42/42 45/45 23/23

' ' 1um
I 1dmi
g PO

;25
: LT
e
i "

bl 1142 RIEE 281



4 Journal of Chongqing Normal University Natural Science  http //www. cqnuj. cn Vol. 26 No.2

7 Wong K W. A fast chaotic cryptographic scheme with dy-
namic look-up table J . Physics Letters A 2002 298 238-
242.

8 Wong W K Lee L P Wong K W. A modified chaotic cryp-
tographic method J . Computer Physics Communication
2001 138 234-236.

9 Zhang L Liao X Wang X. An image encryption approach
based on chaotic maps J . Chaos Solitons and Fractals
2005 24 759-765.

10 Zhou H Ling X. Generating chaotic secure sequences with

1 . Intranet I desired statistical properties and high security J . Inter-
2001 26 1 17-20. national Journal of Bifurcation and Chaos 1997 7 205-

2 Baptista M S. Cryptography with chaos J . Physics Letters 213.

A 1998 240 50-54. 11 Wong K W. A combined chaotic cryptographic and hashing
3 Xiang T Wong K Liao X. An improved chaotic cryptosys- scheme J . Physics Letters A 2003 307 292-298.

tem with external key J . Communications in Nonlinear 12

Science and Numerical Simulation 2008 13 1879-1887. 7. 2008 29
4 Wong K Ho S Yung C. A chaotic cryptography scheme for 2 94-102.

generating short ciphertext J . Physics Letters A 2003 13

310 67-73. ] . 2006 27 4
5 Alvarez G Montoya F Romera M et al. Cryptanalysis of dy- 368-373.

namic look-up table based chaotic cryptosystems J . Phys- 14  Atul Kahate. M .

ics Letters A 2004 326 211. 2005.

6 Wei] Liao X Wong K et al. Chaos J . Solitons and Frac-
tals 2006 30 1143-1152.

A Chaotic Encryption Algorithm Based on Skew Tent Map

ZHU Kat YANG De-gang CHEN Shou-gang
College of Mathematics and Computer Science Chongging Normal University Chongging 400047 China

Abstract With the rapid development and extensive applications of computer technology network technology communication
technology and Internet in particular the security of network information is becoming increasingly key problems that must be solved
urgently. The applying chaos theory to secure communication and information encryption has already become one of the hot research
projects on the combination of nonlinear science and information science and it is a novel branch of high-tech research fields. In this
paper a chaotic encryption algorithm based on skew tent map is proposed. In the process of encryption its update look-up table
depends on plaintext and external key the 8-bit subkey is dynamically generated with skew tent map and depends on updating look-up
table the key is initial condition x, of skew tent map control parameter p and a external key K. Theoretical analysis and simulated
experiments show that the algorithm can resist the statistic and differential attacks and the algorithm has high security.

Key words chaos encryption key skew tent map



