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A New Chaotic Cryptosystem by Using External Key

ZHANG Xin YANG De-gang ZHU Kai
College of Information Sciences and Engineer Chongqing Normal University Chongqing 400047 China

Abstract In this paper a new chaotic cryptosystem based on skew-tent map is proposed. The mathematic characteristics of this map
prove that the chaotic sequence generated from it has good statistical property. This method uses 128-bit binary sequence as key instead
of system parameters. All the system parameters required by this chaotic map are calculated by external key. By changing iterating
number times piecewise frequency chaotic initial conditions and parameters randomly the chaotic sequence is much more complex
and the security of this cryptosystem has improved greatly. At the same time diffusion mechanism has been introduced in the algo-
rithm. This means that every bit change in the plain image can influence multi-bit in the cipher image. This method ensures that cipher
image pixel can change largely and be very different from former cipher image that plain image hasnt been changed when plain image
pixel changes slightly and increases the difficulty of cipher analysis. It has been proved by many simulated experiments and theoretical
analysis that this algorithm owns higher efficiency and security and can resist the statistcal and known-plaintext attacks.
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