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Fig. 1 Activation function and corresponding derivative image
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Fig. 2 CA-ResNet layer structure diagram
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Fig. 3 CA-ResNet algorithm model structure diagram
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Detailed list of CA-ResNet algorithm structure and parameters

Layer Output Shape Param # Activation Connected to
input_1(InputlLayer) (None,41) 0 None
dense_1(Dense) (None,128) 5 376 Relu Input_1[0][0]
dense_2(Dense) (None, 128) 5 376 Leaky Relu Input_1[0][0]
dense_1[0][0]
concatenate_1(Concatenate) (None, 256) 0 None
dense_2[0][0]
dropout_1(Dropout) (None, 256) 0 None concatenate_1[0][ 0]
dense_3(Dense) (None,768) 197 376 Relu dropout_1[0][0]
dense_4(Dense) (None, 768) 197 376 Leaky_Relu dropout_1[0][0]
concatenate_2 dense 3[0][0]
(None,1 536) 0 None
(Concatenate) dense_4[0][0]
dropout_2(Dropout) (None,1 536) 0 None concatenate_2[ 0] 0]
dense_5(Dense) (None,150) 230 550 Relu dropout_2[0][0]
dense_6(Dense) (None,150) 230 550 Leaky_ Relu dropout_2[0][0]
concatenate 3 dense 5[ 0][0]
(None,300) 0 None
(Concatenate) dense 6[0][0]
dropout_3(Dropout) (None, 300) 0 None concatenate_3[0][ 0]
dense_7(Dense) (None,128) 38 528 Relu dropout_3[0][0]
dense_8(Dense) (None,128) 38 528 Leaky Relu dropout_3[0][0]
concatenate_1 dense_7[0][0]
(None,256) 0 None
(Concatenate) dense 8[0][0]
dense_9(Dense) (None,128) 32 896 Relu concatenate_4[0][ 0]
dense_10(Dense) (None,128) 32 896 Leaky Relu concatenate_4[ 0][ 0]
concatenate 5 dense _9[0][0]
(None,256) 0 None
(Concatenate) dense_10[0][ 0]
concatenate_6 concatenate 5[ 0][ 0]
(None,512) 0 None
(Concatenate) concatenate_4[ 0] 0]
dropout_4 (Dropout) (None,512) 0 None concatenate_6[0][ 0]
dense_11(Dense) (None,128) 65 664 Relu dropout_4[0][0]
dense_12(Dense) (None, 128) 65 664 Leaky_Relu dropout_4[0][0]
concatenate_7 dense_11[0][0]
(None, 256) 0 None
(Concatenate) dense 12[0][0]
dense_13(Dense) (None, 1) 257 Sigmoid concatenate_7[0][ 0]
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Fig. 4 Flow chart of CA-ResNet algorithm training
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Tab.5 Data set data distribution table

KDD Cup99 1EH Vil DoS Probe U2R R2L FEA B
I 25 4 97 278 391 458 4107 152 1126 494 021
4R 60 593 229 853 4 166 228 16 189 311 049
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Tab. 6 Character mapping relation of data set

TR S IPEN
Protocol_type A:{TCP,UDP,ICMP)
(Protocol type) B:{1,2,3}
Service A:{‘aol”,‘auth’,++,“Z39_50"}
(Target host network service type) B:{1,2,+-,70}
Flag A:{*OTH’,‘REJ’,*RSTO’,*RSTOS0”, ‘RSTR’,“S0",“S17,°S2”,°S3”,“SF’,“SH "’}
(Connection normal or wrong) B:{1,2,-,11}
Label A:{*NORMAL’,‘DOS’,‘U2R’, ‘R2L’, ‘PROBE"}
(Network intrusion flag) B:{0,1}
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2) LeakyRelu 1% R 5 S50 o XoF K600 44 HE A4 52 1 Tab. 7 Optimizer selection experiment comparison table
T LeakyRelu 381 o& 0 19 2 50 o X AR RS DU 54 a Ak ge  Batch size  HEBHZE Fl-score

P RE A R I, R4 3% H nadam A1 sgd PR AL BB 0.1  nadam 200 0.935 0.958
B AL 28 A7 6 AR 36, L 0. 05 MK M =0 JF 0.1  adamax 200 0.931 0. 955
R X B R o BEAT RN S 38 3 P AL X 525 (R 8~9) 0.1  adadelta 200 0. 927 0. 954

BB a=0. 1 B AEM nadam BEARBA sed BB 1 o 0 e e
RS R AT LA I, X B A A) 4H B A A5 2R,
nadam P4k #8 B5F B B¢ 00 45 52 vE A %24 0. 939, Fl-score fig
IKF] 0.961, [FIEF L sgd DL AL A% B 1 5 f0 45 SR i AIK T
] nadam PEALZR I (9 R LS5 2H  ERG 2 0. 936, Fl-score AEILE] 0. 959,

0.1  rmsprop 200 0.928 0. 954

0.1 sgd 200 0. 936 0. 959

RS sgd RUBT « EBEZTWHWERR R 9 nadam BB T « BEFZHITRR
Tab.8 Comparison table of Tab.9 Comparison table of
a selection experiment under SGD optimizer a selection experiment under nadam optimizer
a b #% Batch size WE Ty % Fl-score a b #% Batch size A R Fl-score
0.00 sgd 200 0.928 0. 954 0.00 nadam 200 0.928 0. 954
0. 05 sgd 200 0. 936 0. 959 0. 05 nadam 200 0.934 0.958
0. 10 sgd 200 0.936 0.959 0. 10 nadam 200 0. 939 0.961
0.15 sgd 200 0.928 0. 955 0. 15 nadam 200 0.933 0. 957
0. 20 sgd 200 0. 930 0. 955 0. 20 nadam 200 0.929 0. 955
0.25 sgd 200 0.927 0.954 0. 25 nadam 200 0.926 0.953
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*® 10 sgd L8 T Batch size IEF LIS ITER R #& 11 nadam L 2] T Batch size IEF IR R
Tab. 10 Comparison table of Tab.11 Comparison table of
Batch size selection experiment under SGD optimizer Batch size selection experiment under nadam optimizer
a et s Batch size HER R Fl-score a Ptk as Batch size HERF Fl-score
0.1 sgd 100 0. 929 0. 955 0.1 nadam 100 0.934 0. 958
0.1 sgd 200 0.924 0.952 0.1 nadam 200 0.939 0. 959
0.1 sgd 300 0. 935 0.959 0.1 nadam 300 0. 940 0.961
0.1 sgd 400 0. 939 0.961 0.1 nadam 400 0. 950 0.975
0.1 sgd 500 0.936 0.959 0.1 nadam 500 0.934 0.959
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Tab. 12 Comparison of CA-ResNet algorithm with other algorithms

Bk RS RS FERGIE S Fl-score O
SVM 0.811 0.992 0.772 0. 868 1
LR 0. 848 0. 989 0. 821 0. 897 1
SVM-KNN™! 0.911 0. 990 0. 898 0.943 kX n
RF 0. 927 0.999 0.910 0.953 1
Decision Tree 0.928 0.999 0.912 0.953 log,n
KNN 0. 929 0.998 0.913 0. 954 kX n
Naive Bayes 0. 929 0. 988 0.923 0. 955 1
DNNHH 0. 930 0. 988 0.923 0. 955 k
CNN™ 0.937 0. 990 0. 930 0. 960 k
CA-ResNet 0. 950 0. 988 0. 945 0.975 k
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Fig. 8 Histogram comparison between CA-ResNet algorithm and other algorithms
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Tab. 13 Comparison of CA-ResNet algorithm with other algorithms

K 0 B 3 — P 2 M 9 4R b bt e AR % Bk R HiRTTES U LLES AMHE  Fl-score
HIKEIPERE . 5 Decision Tree A Fb %8 i i % 42 ANN 0.813 0. 989 0.772 0. 868
#1200, Fl-score #21% I 206 Naive Bayes 0. 821 0. 999 0. 801 0. 890
| EETRIE LR 0. 832 0. 988 0.812 0. 903
Decision Tree  0.856 0. 990 0. 824 0. 907
ARSCHR i — B AR T U I oA CA-ResNet 0. 875 0. 988 0. 858 0. 926
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Intrusion Detection Algorithm Based on CA-ResNet Network and Nadam Optimizer

ZHANG Wenlong, WEI Yan, LI Yuanyuan, JIANG Junrui, ZHANG Kun, ZHANG Yang

(Intelligent Perception and Application of Big Data in Education Chongging Engineering Research Center,

College of Computer and Information Science, Chongqing Normal University, Chongqing 401331, China)
Abstract: [ Purposes | For deep learning model in network intrusion detection parameter training is easy to cause the gradient
disappeared and further cause deep learning model fitting of the decline of the accuracy on the test set. A CA-ResNet intrusion
detection algorithm based on Residual Network (ResNet) incorporating LeakyRelu activation function was proposed, and the model
is optimized by nadam optimizer. [ Methods | This model adds the layer of network to DNN, through the combination of residual
network and LeakyRelu activation function. [ Findings ]| The problem of gradient disappearance during model training is solved. The
performance of the model on the test data set is ensured, and the generalization ability of the trained model is enhanced. At the same
time, the feature extraction ability and adaptability to scale of the network are improved by increasing the single-layer dimension and
the depth of the total layer of the network. [ Conclusions ] The algorithm is verified by the corrected dataset in KDD Cup99 data.
Experimental results show that the algorithm has higher accuracy and Fl-score than CNN and CNN-BiLSTM algorithm, the
accuracy rate can reach 95. 0% , Fl-score can reach 97.5% ,the time complexity is linear time complexity.
Keywords: network security; deep learning; intrusion detection; ResNet residual network; cooperative activation function; CA-

ResNet; nadam optimizer
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