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A Novel Image Encryption Scheme Based on Varying-Parameter

Hyper-Chaos and Invertible Vector Product

ZHOU Hongbo', YIN Wenshuang®, LIU Jingyi*, TANGLiming®

(1. School of Mathematics and Information Science, Guiyang University, Guiyang 550005
2. School of Mathematics and Statistic, Hubei Minzu University, Enshi Hubei 445000, China)
Abstract: [ Purposes | By investigating the randomness enhancement of chaotic sequences and reversible algorithm, an image
encryption algorithm based on variable parameter hyper-chaos and reversible vector product is proposed. [ Methods|The algorithm
enhances the randomness of chaotic sequences by dynamically controlling the hyper-chaos parameters. Meanwhile, a reversible
vector product rule is designed. The chaotic sequences are obtained by iterating the variable parameter hyper-chaotic system. One
chaotic sequence is used to scramble the image. and the other two chaotic sequences are generated two integer random key matrices.
According to the reversible vector product rule, the image matrix is left and right multiplied by the key matrices. The encryption
diffusion process is completed and an encrypted image is obtained. [ Findings]Through the MATLAB simulation experiment, the
result of the ciphertext image information entropy is 7. 9974, the difference between it and the theoretical value 8 is less than 0. 003,
UPCR exceeds 98% ., and UACI exceeds 33%. [ Conclusions | The simulation results demonstrate that the algorithm has high
security.

Keywords: image encryption; varying-parameter Hyper-chaos; invertible vector product; information security

(FAEm#E #F )



