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Fig. 12 Comparison of encryption histograms of different modeling algorithms
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Tab.1 Neighboring pixel correlation of encrypted images with different chaotic mappings

J7 I i & Logistic Fraction Sine SF
HKPAR T AR 0.988 1 —0.045 9 —0.892 3 0.045 7 —0.015 3
I B AR E A 0.976 5 —0.003 6 0.947 7 0.016 0 0.006 6
e BHE F A G 0.961 4 0. 007 2 —0.880 7 —0.028 2 —0.001 6
i RHE F A G 0.971 4 —0.029 8 —0.886 9 —0.022 1 0.003 3
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Tab.2 Comparison of information entropy of encrypted images with different chaotic mappings
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Performance Analysis of Additive Sinusoidal Chaotic System Model

LI Zhonghong', WANG Rui', WANG Jie', LI Guonan', LUO Haijun"?
(1. College of Physics and Electronic Engineering, Chongqing Normal University;
2. National Center for Applied Mathematics, Chongqing Normal University, Chongqing 401331, China)
Abstract: To further increase the complexity of existing chaotic systems, the work proposes the Additive Sinusoidal Chaotic System
Model (ASCSM), which adds two one-dimensional sinusoidalized conventional chaotic mappings (Logistic, Sine, Fraction) to
enhance the complexity of chaotic systems. First, the performance of ASCSM is proved by theoretical analysis, and the dynamic
characteristics of the enhanced chaotic mapping are simulated and analyzed according to the complexity metrics (LLyapunov exponent,
spectral entropy, complexity), and the results show that the enhanced chaotic mappings performs better compared to the seed
chaotic mappings. Secondly, based on the digital signal processor (DSP) platform, the feasibility of implementing the model on a
hardware system is verified by generating random sequences using ASCSM. Finally, in order to compare its capability with
traditional chaotic mappings in image encryption using these models as XOR sequence generators for encryption algorithms. Various
cryptographic evaluation metrics demonstrate that the new model has higher confidentiality in cryptographic application.

Keywords: chaotic model; Lyapunov exponent; spectral entropy; hardware implementation; chaotic encryption

(FiEm#E K



