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1 WEP
1 KSA key
for i from 0 to 255
Si =1
endfor
j =0
for i from O to 255
J = J+S i +key i mod keylength mod
256
swap &S i &S j
endfor
key S
S
256 key IV +
pass
key S
key key
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2 PRGA
i =0
j =0
while GeneratingOutput
i = 1+1 mod 256
j = j+S i mod?256
swap &S i &S j
output S S i + S mod256
endwhile
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‘ +CRC ”
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Cloud Computing and Research into WLAN Security

WANG Jian' FANG Hong-ying’
1. College of Computer Science and Technology Chongqing University of Posts and Telecoms Chongging 400065
2. College of Science Chongging Jiaotong University Chongqing 400074 China
Abstract The WLAN treats wireless channel as transmission medium but its open characteristics cause wiretapping identity threats
counterfeiting and tampering of information are actually ubiquitous. In this paper based on cloud computing model we set up
hundreds of millions of times per second super-computing platform Secondly we crack WEP the most common WLAN encryption
protocol to verify a series of safety mechanism proposed by IEEE 802. 11 to be ineffective such as identification authentication and the
data encryption and so on. Then we use the experimental data to prove the system supported by cloud computing threat WLAN’s relia-
bility and security seriously to shorten the time to crack thousands of times inally we recommend WAP/WAP2 and TKIP to replace
simple fixed RC4 as solution.
Key words cloud computing WLAN WEP RC4 predictive judgment



